I expect others will add to this post to make it a complete tutorial.





Realistic Overview of anonymity.





when you log in to your ISP from your home, on your teleco assigned home phone number - you can be found. You really cannot do much from your personal home phone without the teleco company tracking it. When they come out with their digital networks, it will be more so. Look out for digital teleco networks, thats the best tracking there is.


 


When you dial in to your ISP, the ISP identifies you with caller ID-your personal teleco number, your account information, and a password that is supposed to be known only to you. I also believe they record NFO from scanning your box, either for a file that will be created on your computer at sign up, or for files from your OS that identifies you, or your machine, perhaps even a MAC address.





The telephone company will record the call from your home to the ISP because you are being billed for the minutes.





That is two records that police/agencies can obtain - with a warrant approved by a judge upholding USA laws.


Some ISPs will share this NFO with each other, for profit or their protection - against black hatters and deadbeats. Some ISPs can be bribed or intimiated.





When you are on the Internet, your IP follows you. The best you can do are two things:


1. Blind IP spoof, you create packets with a bogus sender IP, but because the IP is no good - you'll never know if it made it to the recipient. Get a packet editor, or OS/NOS that allows you to admin packets. Tracing the path back to you is still possible by the logs kept on the servers that handled your packet.


2. Use Proxies to put as many servers between you and the target. The target would have to request NFO from the logs of every server you jumped from. If the server is in a country where the laws do not require cooperation with outside authorities, then the log stops there. Also, you are counting on one of the server's logs being purged by the time authorities get to it. Perhaps a paid anonymous service that purges their logs. The trail ends there.


If the trail can be completed, and it will given enough time by the right, pissed off authorities, it leads to the IP you started with, at your ISP.


From the ISP, your phone number and what ever NFO you registered with.





Why do anonymity tactics?


1. some of us are from countries that prohibit certain behavior on the internet, government controlled ISPs and proxies are the norm.


2. some of us do it to learn hacking, white hat hacking, without fear of persecution. Anonymity itself is a tactic to learn.


to avoid personal NFO leakage to strangers, to control what is known about oneself.





Tactics





Do not use a computer that can be traced back to you. There are plenty of public computers available, and the government is going to use smart cards to try to plug this anonymity hole. You can go to a café, library, college institution (you may not even have to be a student). The IP of that computer will be traced back to that place, not nessarily you. This place will log your activities in a basic level - but it now has to be matched to you signing in at the café or college network. If you have a bogus account at a café (no driver’s license required are best) or walk in to a public univiersity and use a ‘student/public’ access computer - you can be anyone you want. Ever see the bored student in charge of watching people sign in for the computer lab? Note that criminals were caught by regular security cameras that monitored who sat at what computers during a time period. Rooms without cameras are best ; )


        Remember that any IP can be traced back to the origin computer, so never go back to the same 


        computer. Never.





Set up a bogus account at a ISP/Teleco service, with a anonymous cash card. You can buy a anonymous credit card at stores like 7/11 or AnyAmir’s Party store. Many ISP require a CC#, now you have a anonymous one. 


       Use an ISP like FREENET, perhaps JUNO, or SMALL_NO_NAME_ISP, where you have to dial into         


        their system, better yet, sign up for an ISP in a foreign country where laws are different. When the 


        ISP gets contacted about your IP, they get what the ISP has : a CC#, what ever NFO you gave them for 


        your personal, and the Phone number you dialed in to - if they cooperate at all. If you use caller ID 


        blocking on your phone, you might block a small, ill equipped ISP.


        Even if you crack a DUN connection, you still have your phone number recorded at the ISP, as well   


        as machine NFO like a MAC addy.


        There is also the idea of using paid calling cards. If you use a obscure company you might hide in the      


        logs there. When you call in to the calling card company, they record the phone number you called in,  


        but to the outside world you are ‘calling card company user’, so now you have created a stumbling   


        block for someone trying to identify your phone line/number. Imagine if you called another calling 


       card company, while on calling card company #1’s line, then call another one, and another…








Phreaking, any hacker has to understand some phreaking because he has to deal with the very last aspect of anonymity - the phone line he uses to dial in to an ISP. Phreaking can teach you how to hack in to someone else’s phone line, land line or mobile. You could build a box out of a regular hands-free with alligator clips and go hunt for a green teleco box in any neighborhood. You will tap into their phone line during non-peak hours, and dial out from their phone number! Use a clean computer to avoid traceable leakage of your box. The real pros steal cell phone ESNs, program them in to their own, go online with a computer strapped to the cloned cellphone. Then dial in to a calling card company, then a proxie…








Cool! Huh!?





Be realistic, unless you are commiting a criminal act, you really just need to protect against NFO leakage from your box, have good passwords for your online accounts, use antivirus software and a personal firewall. IF you have pissed of somebody like the NSA , CIA, or FBI, forget it, they already know about you.





C0VERTl 


