


C0VERTl’s Packet Sniffing Tutorial  121201 revised version





<< Drops the Sex Pistols in to my CD Player, select “Pretty Vacant”, then “EMI”..  Coffee - super black, no sugar, no cream. A smoke? Perhaps. Daylight creeping to my window. Rekindled love with my computer, fusion>>>


 





Ok, I guess I will start off with the basic overview of packets and computers.





A Packet. 





In TCP/IP, Ethernet, and most other computer systems use packets. Packets can also be referred to as Frames or datagrams. But they are basically the same thing. Your email/file is broken down in to many little packets so you don’t clog the network and error correcting is easier.





In bare bones a packet or frame or datagram is this:





Sender IP:Sender Port--Designation IP:Designation Port


Session ID -- Packet Sequence # -- Error Checksum --


-- Data/ a part of the file that was sent --





<< If you don’t know what an IP is, or port then review TCP/IP here: “TCP/IP in 14 days” > http://c0vertl.tripod.com/dntext.htm >>>





When you send a packet, it has your IP on it, then it needs to tell the other computer what port it came from, its important as it tells what daemon/application the code can be translated by - it is not nessarily the return port.  You need the session ID, a special but hackable number that identifies the connection between the two computers. The Packet sequence number is important because your email/file was broken down in to many little packets , because your packets can take many paths to get to the designation, some packets will arrive later than others, out of sequence, so - the receiving computer has to reassemble your email or file. This also helps if your communication was corrupted - the designation computer can just request that only the missing packets be resent - rather than the entire file/message. TCP/IP Session Hijacking is another tutorial.








The idea of a packet or frame is that your file is broken down in to small packets or frames to be sent to the other computer on the network. Your files have to be broken down in to packets so you don't tie up the entire network bandwidth when you download a 12mb porn MPEG. The receiving puts all the packets together and organizes them by sequence numbers that are in the packets. Also because the packet has your IP number, a session ID, it can organise all the packets by sender and the session you are having with the sender - so you can do multiple downloads! ( I hate people that sit around waiting for a download - don't they understand MULTITASKING??? )





Did I repeat this enough for understanding?





Do not proceed past this point unless you understand the above about packets!








The Computer on the Ethernet/TCP/IP protocol





In normal mode, when you send a packet down the wire to another computer, the packet will be handled by each computer along the way.


Each computer will normally just look at the IP header and see if the IP matches theirs, if the packet is theirs, they recieve the packet and send an ACK to you that it was recieved. If the IP does not match the computer's, it does not continue to open the packet, and it stops doing anything with the packet. 





This actually would take place with the network card because this action is operating at a low level of the network layer. Thats why your computer is not busy like that little green light on your NIC (network interface card)





When you install a packet sniffer on a computer, you have made it promiscuous (remember that slut back in school that would fuck anybody but you?) Promiscuous means that computer will now receive every packet just like it was designated for it!





Several things that make packet sniffing hard.





packetsniffers that do not decode the packets for you and display in an organised form so you can see send/rec IPs, MACs, protocol, ports, etc. make packet sniffing too time consuming. You need speed to effectively react to what is happening.





This is an example of what the data field of a packet can look like, now you can take a hex chart and decode each one by one…  or just have a program do it in a blink of an eye.





20 53 52 43 00 00 44 45 53 54 00 00 08 00 45 00 00 28 85 14 00 00 40 06 D9 DB 0C 57 38 0E 40 0C 97 6F 06 5C 00 50 00 46 F3 81 53 AD 6D 6C 50 10 21 80 B6 E6 00 00








 Watching a packet sniffer even on ONE computer can look like you are trying to drink from a high-pressure firehose. The packet sniffer should have FILTERs so you can ignore unimportant normal traffic, or perhaps other unimportant computers, you will even see packets from your own IP.


The decoding part of the packet sniffer is VERY important, with IRIS  I  automatically have the packets decoded, so I can make real time decisions. Packets are actually data on a low level computer language - in hex, the packet does not actually get translated until it reached the Application level of the networking ‘tree’ (see OSI layers) See #2.





Conclusion: Get a good packet sniffer, time is critical to good packet sniffing tactics.





2. Just because you recieved the packet it does not mean you will be able to understand it! Remember those packets were designated for ports where the proper application is running to decode it! When you view the inside of the packet you are seeing only a part of the message/file and you are looking at raw, untranslated data.  So where it maybe easy to read a chat converstation from a sniffed Yahoochat!, it might be impossible to read a AOL chat - because the AOL packet needs to be decoded by the AOL software! Where the Yahoochat sends the data in plain-text. Encrypted packets, are just a regular packet except the data inside has to be decrypted by a browser or program. Encrypted 'Wrapped" Tcp/ip 'wrappers'  hide the actual packet by enclosing the orignal packet in another, the entire original packet is encrypted, making it even harder to crack network traffic (the IP will not be the target computer's IP) Can you replay a packet meant for AOL on another computer, yes, but you’ll need all the packets required to make it work, the scripting, the program commands, etc have to be done in proper sequence. Thats why most packet sniffers are run for the plain text data intrusion.





When you sniff packets, there is plenty of plain text data available. You can see what website page they are loading, you can catch the login when they send it out to the internet. Tripod/lycos is the worst - they will send your user/pass in plain text. Excite and Hotmail are good examples of cypher-text logins, your login is scrambled. Cookie attacks maybe possible, but you'll need a TCP/IP session hijack.





Here is an example of plain-text NFO you might see, this is from AIM:


Remember this is the hex code tran
