Four basic steps can get hackers into most computers �And with a few precautions, you can defend yourself �03-17-2003 07:14:22 AM CST -- By Jim DeBrosse Dayton Daily News ��


Every breach of computer security is different, depending on the skills of the attacker and the defenses in your system. But most hackers follow the same four basic steps to perpetrate an attack — profiling, scanning, enumerating and exploiting. Here's how each step works, according to Michael T. Raggo, a senior security consultant for Verisign. The steps apply to a corporate computer network, but the basic principles could be used against any computer hooked to the Internet. 


In the profiling, or footprinting, phase of the attack, the hacker gathers as much information as possible about your computer network and its security, including the physical site and hardware. Insiders who already work for the company have an obvious advantage, but much of the information used for profiling is publicly available on the Internet. WHOIS (www.whois.com) can reveal the identities of executives and technical officers within an organization, including their phone numbers, fax numbers and e-mail address. Often, the e-mail addresses represent a user's login to the system. ARIN.net can be a useful tool in determining a particular company's IP addresses — the unique address code for each and every machine connected to the Internet. This list is critical in targeting a network for attack. Netcraft.com will show you the IP address of a Web site and quite often tells you the type and version of Web server and its operating system. 


Newswire articles commonly list employee names, which can be used to guess accounts for systems. 


Some hackers also are adept at "social engineering" — that is, conning employees into revealing key information and even passwords to computer systems. Hackers often pose as technical specialists or consultants seeking help with a company problem. Or, they may call the technical help desk masquerading as an employee. 


• Defenses: Employees should always ask for the credentials of anyone seeking information about a company's network. To limit information disseminated on the Internet, a good defense is to use alias names, generic phone numbers and third-party e-mail addresses for public listings. 


Scanning �After profiling a network, a hacker will scan it for additional information in order to create a list of active devices and find their vulnerabilities. 


Hackers often use PING sweeps — that is, sending bits of code to an IP address that will be returned by an active machine — to identify which computers are responding. 


War-dialing is the art of dialing a range of phone numbers (a la the teenage hacker in the movie War Games) to identify modems, which can provide a back door to a network and avoid firewall protections altogether. 


Hackers also use port scanners such as nmap and 7thsphere to reveal the open ports in the system (ports are the gateways to and from the Internet) as well as the types of services available on the network devices. 


Web scanning tools such as Whisker can be used to find security holes on Web servers. 


Both commercial (NAI CyberCop, ISS Internet Scanner and Web Trends Security Analyzer) and open-source scanners (nessus) are publicly available to anyone, including hackers, to scan an entire system for all vulnerabilities, not just ports. 


• Defenses: In the profiling and scanning phases, the hacker has broken no laws. But an intrusion detection system can alert security specialists to the scanning activity and identify the IP address of the snooper. 


Enumeration �Now the hacker begins to penetrate your system to determine valid user accounts and shared resources that can be accessed, plundered or crippled. 


Having identified the user accounts, the hacker can guess passwords to gain access to the system, or use "password grinder" software that churns through a dictionary of common passwords. 


The hacker may also use social engineering to gain passwords and other key information. To gain physical entry into secure areas, a hacker may simply enter the building and pose as a visiting employee. 


Once inside the building, a hacker can look over people's shoulders as they log in or look for passwords that people often keep written down on little scraps of paper around their work desk. 


More technical forms of eavesdropping involve actual wiretaps and "network sniffing." 


Sniffing tools are available on the Internet and allow attackers to detect and capture user names, passwords or confidential data such as credit card numbers in the flow of unencrypted data across a network. 


• Defenses: Computer users should never write down their passwords or use passwords that are common or easily guessed. That includes names, birth dates and no-brainers like "letmein" and "password." The best passwords combine numbers and letters and follow a set of rules known only to the user. 


Exploiting �At this point, the hacker gains unlawful entry into your computer by exploiting one or more of the vulnerabilities he has already identified. The attacker's ultimate goal is to gain complete control of the machine without the user's knowledge. 


Many Web sites provide information and even programs for performing automated exploits. One of the most popular is from Packetstorm, a nonprofit organization that helps security specialists stay on top of the latest exploits. 


In addition, popular books such as Hacking Exposed detail step-by-step instructions for performing exploits on a variety of network devices. 


• Defenses: Prevention is the best defense against a successful hack. It is difficult to trace hackers to their source machine, even for highly skilled cyber sleuths. 


Your best recourse is to complain to your Internet Service Provider about the machine where the hack came from and hope the ISP will respond by contacting the machine's owner. If enough people on the Net complain about a given hacker, the ISP will take action. 


The FBI generally will not investigate hacking cases unless damages or theft run into several thousand dollars. 


The chances for successful prosecution depend on the attacked machine being left in the state it was in after the hack was discovered. For a home user, that means not using your machine for the time it takes the courts to act on your request.





http://www.securitynewsportal.com/cgi-bin/cgi-script/csNews/csNews.cgi?database=JanY%2edb&command=viewone&id=40&op=t








